
名字 名字（微软） 链接
.CryptoHasYou. Trojan:Win32/Dynamer!ac https://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=Trojan%3AWin32%2FDynamer!ac
7ev3n Ransom:Win32/Empercrypt.A https://www.microsoft.com/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:Win32/Empercrypt.A
AutoLocky
Bandarchor
BitCryptor Win32/Cribit https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Cribit
Booyah
Browlock Ransom:JS/Brolo www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:JS/Brolo
BuyUnlockCode Ransom: Win32/Cendode.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Cendode.A
Cerber Win32/Cerber https://www.microsoft.com/security/portal/threat/Encyclopedia/Entry.aspx?Name=Win32/Cerber
Chimera Win32/Chicrypt https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Chicrypt
CoinVault Ransom: MSIL/Vaultlock.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:MSIL/Vaultlock.A
Coverton
Cryptear Ransom: Win32/Crowti https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Crowti
CryptInfinite
CryptoDefense  Ransom: Win32/Crowti Win32/Fortrypt  https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Crowtihttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Fortrypt
CryptoHost
CryptoJoker
CryptoLocker Ransom: Win32/Crilock.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom%3aWin32%2fCrilock.A
CryptoTorLocker2015
CryptoWall  Ransom: Win32/Crowti Win32/Fortrypt  https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Crowtihttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Fortrypt
CryptXXX
CTB-Locker Ransom: MSIL/Nojocrypt.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:MSIL/Nojocrypt.A
CTB-Locker WEB
DeCrypt Protect
DMALocker Ransom: Win32/DMALocker https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/DMALocker
DMALocker 2 Ransom: Win32/DMALocker.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/DMALocker.A
EDA2 / HiddenTear Ransom: MSIL/Ryzerlo https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:MSIL/Ryzerlo
El-Pololocker Ransom: PowerShell/Polock.A https://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=Ransom:PowerShell/Polock.A&ThreatID=-2147272113#tab=2
Gomasom
Gopher
Harasom Trojan: Win32/Harasom.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Trojan:Win32/Harasom.A
Hi Buddy!
HydraCrypt Ransom: Win32/Tobfy.X https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Tobfy.X
iLock
iLockLight
Jigsaw Ransom:MSIL/JigsawLocker.A https://www.microsoft.com/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:MSIL/JigsawLocker.A
Job Crypter
JobCrypter
KeRanger  Ransom: MacOS_X/KeRanger.A https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:MacOS_X/KeRanger.A
KeyBTC  Ransom: Win32/IsdaRansom: BAT/Xibow  https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Isdahttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:BAT/Xibow
KimcilWare
KryptoLocker
LeChiffre
Linux.Encoder
Locker
Locky  Ransom: Win32/Locky TrojanDownloader: JS/Locky   https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/Lockyhttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=TrojanDownloader:JS/Lockyhttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=TrojanDownloader:Win32/Locky
Lortok
LowLevel04
Mabouia
Magic
MaktubLocker Win32/Takabum https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Takabum
MireWare
NanoLocker
Nemucod JS/Nemucod https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=JS/Nemucod
Offline ransomware
OMG! Ransomware
Operation Global III
PClock
Petya
PowerWare
Radamant
Rakhni
Ransom32
Rokku
Samas-Samsam
Sanction
Scraper
SkidLocker / Pompous
Sport
Strictor
Surprise
SynoLocker
TeslaCrypt 0.x - 2.2.0 Win32/Tescrypt https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32%2fTescrypt
TorrentLocker  Ransom: Win32/TeeracWin32/Fortrypt  https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom%3aWin32%2fTeerachttps://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/Fortrypt
Troldesh Win32/Troldesh https://www.microsoft.com/security/portal/threat/Encyclopedia/Entry.aspx?Name=Win32/Troldesh
UmbreCrypt
VaultCrypt Ransom: BAT/Xibow https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:BAT/Xibow
Virus-Encoder
Xorist
XRTN 
Zlader / Russian
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